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Zerto 7.5 continues to innovate continuous data protection with its strategic partners VMware, Microsoft and HPE.  
With enhanced security for VMware and public cloud environments, increased cloud mobility, deeper integration 
with secondary storage targets for efficient long-term data retention and advanced analytics with deeper insights 
and control, Zerto 7.5 provides enterprises with a leading, unified software platform that converges disaster recovery, 
backup, and cloud mobility. Zerto 7.5 new features and integrations include:

Enhanced Security
Enhanced Security and control deliver secure boot capabilities and augmented security management 
features for the public cloud. Zerto is expanding its partnership with VMware by joining the vSphere 
APIs for I/O filtering (VAIO) program to enable secure boot & automation for VMware. Support has 
also been added for Azure Managed Service Identities, unlocking granular control for AWS users with 
support for AWS Identity and Access Management (IAM). 

Cloud Agility
Zerto 7.5 expands its Microsoft Azure capabilities with managed disk support to and from the cloud 
and mobility across Azure regions. Integration with Microsoft Azure Scale Sets delivers increased 
efficiencies and faster recovery with RTOs of minutes and reduced overhead through horizontal 
scaling.   Support for Azure VMware Solution (AVS) by CloudSimple allows Zerto users to take disaster 
recovery and mobility requirements for on-premises VMware environments to, from and between 
Azure with Azure VMware Solution (AVS) or to Azure natively to benefit from Azure’s scale and 
simplicity.

Platform Updates
Zerto 7.5 introduces new integrations for long-term data retention. Adding full integration with HPE 
StoreOnce Catalyst provides an efficient secondary storage target site for long-term data retention. 

Advanced Analytics
Zerto 7.5 introduces new resource forecasting, reporting and customization capabilities enabling 
users to quickly optimize current and future needs in a seamless digital experience. Customers can 
easily predict their infrastructure needs by predicting changes to their journal and retention policies 
within minutes. They can set custom views and dates to continuously ensure complete awareness of 
their protection scope and needs. 
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Where can I download the new software?
The Zerto 7.5 code will be available as of September 22, 2019. Head to your myZerto web page and click “Support and 
Downloads”, scroll down and select “Software Downloads.”

Is certification changing for Zerto 7?
With 7.0, Zerto launched a new certification model to make it easy for you to get certified and stay certified. Get 
started by completing the certification track requirements.  Then, maintain your certification by completing the 
maintenance track.  Maintenance track content will be released twice a year for technical certifications and once a 
year for sales certifications.  The maintenance track will always have content from the two most recent releases, so 
just stay current within the last two versions to stay certified.  Has your certification lapsed?  Don’t worry, you can 
easily recertify by retaking the track courses. 

Do I need to re-obtain my ZCP certification if I already have it?
We’ll provide a certification maintenance track for anyone certified prior to Zerto 7, regardless of the version.  This 
way, you can update your certification without having to retake the training.   

What is VAIO?
VAIO is a framework that enables third parties (partners) to develop around IO filters that run in ESXi hosts enabling 
visibility of IO requests from a guest operating system to a virtual disk. In addition, the VAIO framework provides 
centralized installation and upgrade. Zerto utilizes the VAIO framework to protect VMware workloads.

When should I position the VAIO version of Zerto?
Zerto is targeting highly regulated industries, like government and finance, with its VAIO enabled version. These 
industries have higher level security requirements and often use technologies like Secure Boot. With our support of 
VAIO, we address these needs for those specific use cases.

Can existing installations be upgraded to use VAIO?
No, in Zerto 7.5 a site is either VAIO or non-VAIO. We require a new deployment for any existing environment where 
VAIO is required.

Will the VAIO version be included with the ECE License?
No, there is a new SKU – Enterprise Government Edition (EGE) that includes ECE.

Will the VAIO and non-VAIO version come together?
For future releases, Zerto is considering support to mix VAIO and non-VAIO protection within a site.

Will Zerto support VMware Cloud on AWS with the VAIO version?
VMware Cloud on AWS (VMC) does not have the VAIO framework enabled and, therefore, we cannot support VMC at 
this stage.

ENHANCED SECURITY

GENERAL
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Will Zerto discontinue the non-VAIO version?
No, Zerto has absolutely no plans to discontinue or slow down development of the non-VAIO version.

Are there any security enhancements in Zerto 7.5 for Amazon Web Services (AWS)?
Zerto 7.5 delivers support for AWS Identity & Access Management (IAM), enabling users to gain granular control and 
securely manage their AWS permissions..

Are there any security enhancements in Zerto 7.5 for Azure?
Zerto 7.5 integrates with Azure Active Directory to deliver support for Managed Service Identity (MSI), enabling users 
to gain granular control and securely manage their Azure permissions.

When long-term recovery (LTR) is configured to use full backups, are we taking a full backup or are 
we taking a synthetic full backup?
Whenever a retention policy is configured to run a full copy, Zerto will read the entire dataset from the journal and the 
recovery disks. As Zerto does not touch the production data, this has no impact. Support for synthetic full copies is on 
the roadmap.

How do we size LTR repositories?
Current call home data indicates that each incremental copy is an average of 2-3% of the total protected dataset. 
When looking at estimating raw capacity for LTR repositories you can use the following calculation: 100% of the 
dataset + (2-3% x no. of incrementals) + (100% for every full) = estimated raw size of the backup data set. For any 
deduplication ratios we refer to the vendor of the storage system used as the repository.

With Zerto 7.5 can I Index checkpoints that are in the Journal?
The indexing process is still part of the LTR copy process and therefore only indexes files that are part of a restore 
point. However, Zerto 7.5 has added the capability to the “Search & Restore” feature which allows users to directly 
download files when these are still located in the Journal.

Does Zerto 7.5 support deduplication?
Zerto 7.5 introduces deep integration for HPE StoreOnce Purpose-Built Backup Appliances (PBBA). By using the 
native Catalyst API, Zerto now supports source-side deduplication for customers using HPE StoreOnce as their LTR 
repository.

What should I take in consideration when using File System indexing?
Indexing file systems is directly impacted by the number of files and folders it needs to index and the rate at which 
these are processed. Currently the following rates are to be expected: 

• Rate of entries (files or folders) indexed in NTFS per second: 2000 files.

• Rate of entries (files or folders) indexed in EXT per second: 1500 files.

PLATFORM UPDATES
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Can an LTR repository be imported into new ZVM infrastructure?
The current workflow for re-attaching an existing repository is only supported for emergency scenarios where the 
target Zerto Virtual Manager (ZVM) has suffered from a disaster.

What happens to the LTR copies when a VPG or VM are removed?
Zerto does not remove any data from LTR repositories if the set retention policy doesn’t require us to do so. Any 
deleted VM or VPG will be shown in “red” in the restore dialogs but still be recoverable.

What is the impact on Zerto when Enabling SDRS support?
vSphere Storage DRS uses Storage vMotion to distribute workloads. When a Storage vMotion is active, certain Zerto 
operations (ex. Failover and Failover Test) can’t be executed. Zerto will alert the users when it runs into this scenario 
and show the appropriate steps required to resolve this.

Is Azure VMware Solution (AVS) supported by VMware?
Yes, the Azure VMware Solution by Cloud Simple is completely supported and verified by VMware. Also see:  
https://cloud.vmware.com/providers/azure-vmware-solutions

What are the enhancements with regards to Scale Sets?
In version 7.0, we introduced Azure VM scale sets for promotion only, for any failover or move task, which significantly 
reduces RTO. With 7.5, we are expanding the use of these scale sets to also cover the apply process, rather ongoing 
replication. The outcome of both implementations is that the overhead on the ZCA is drastically reduced, thus 
increasing the threshold of when an additional ZCA is required and simplifying Azure deployments for customers.

Are there any additional costs when using Scale Sets for on-going replication?
There are no additional costs from a Zerto licensing perspective, however there is an Azure cost associated with 
VM scale sets as these will scale up and down as load requires. This cost is typically quite low, but it’s something 
customers should be aware of.

Are there any security enhancements in Zerto 7.5 for Amazon Web Services (AWS)?
Zerto 7.5 delivers support for AWS Identity & Access Management (IAM), enabling users to gain granular control and 
securely manage their AWS permissions.

Are there any security enhancements in Zerto 7.5 for Azure?
Zerto 7.5 integrates with Azure Active Directory to deliver support for Managed Service Identity (MSI), enabling users 
to gain granular control and securely manage their Azure permissions.

CLOUD AGILITY

https://cloud.vmware.com/providers/azure-vmware-solutions


About Zerto

Zerto helps customers accelerate IT transformation by eliminating the risk and complexity of modernization and cloud 
adoption. By replacing multiple legacy solutions with a single IT Resilience Platform, Zerto is changing the way disaster 
recovery, data protection and cloud are managed. With enterprise scale, Zerto’s software platform delivers continuous 
availability for an always-on customer experience while simplifying workload mobility to protect, recover and move 
applications freely across hybrid and multi-clouds. www.zerto.com

Copyright 2019 Zerto. All information may be subject to change.

Do we support disaster recovery between Azure Regions?
Zerto 7.5 allows you to test your recovery and move applications to and across regions. Recovery of those workloads 
from Azure using failover will be supported once Azure can consistently protect multiple disks. 

Can prospects use the Zerto Resource Planner?
Yes, if a prospect would like to use the planner make sure they request access through their account manager. Once 
access is approved, all that is required is an installation of a ZVM into a vCenter environment (no VRAs need be 
deployed) and any Zerto license (including a trial license) with call home enabled.  

Does Zerto Analytics Resource Planner impact production workloads?
No, the Resource Planner uses vSphere data to size the resources needed by Zerto to completely protect your 
workloads.

Are Zerto Analytics new features and capabilities only released with the IT Resilience Platform 
updates and new versions?
No, although Zerto Analytics is built-in to the platform, it is on a separate release cycle. Zerto Analytics is SaaS 
delivered and releases new updates, features, views and controls every few weeks. Visit analytics.zerto.com/
dashboard and click on “What’s New” to find out what’s been added recently. 
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