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About Zerto 9.0 Backup to AMAZON S3 

Zerto 8.5 introduced the ability to use Amazon S3 as a direct target for long-term retention via HTTPs with 

encryption at rest. 

Zerto 9.0 delivers additional enhancements that allow automatic tiering of backup data to take advantage of 
more infrequently accessed storage types and increase cost efficiency as data ages. 

In addition to the auto-tiering capabilities, retention set immutability via Amazon S3 Object Lock has also 
been added to provide additional protection from data overwrites for a period of time set by the user.  This 

new feature provides additional security to protect backup data from being overwritten or destroyed as in the 
case of ransomware.  This setting is disabled by default and can be set per virtual protection group (VPG) or at 

the repository level. 

 

 

 

 

 

Enabled by default (configurable by user), Zerto 9.0 will now automatically move retention sets based on age 
as portrayed below.   

 

Immutability is disabled by default, however, for maximum protection from accidental data overwrites, 
deletion, or ransomware manipulation, enabling immutability on retention sets is recommended.  This can be 

performed either at the VPG level or at the repository level. 
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Note: For repositories created prior to Zerto 9.0, the new feature will appear after upgrading, however, will 
not be enabled by default. 

Setting up an Amazon S3 LTR repository is similar to any other repository on-premises or in the cloud, and this 
document will walk you through that procedure.  For more information about Zerto, visit 
https://www.zerto.com.  

Please refer to the AWS documentation to understand the costs associated with the use of the Simple Storage 

Service (S3), which may involve ingress, egress, and storage consumption based on GB/month.  Please also 
note that for any questions or issues with the AWS management console, S3, or IAM, you may need to contact 
AWS support for assistance. 

Pre-Requisites 

This guide assumes you are familiar with deploying solutions within the AWS management console as well as 
backup repositories in Zerto.  For long-term retention considerations and known issues, see the Zerto 9.0 (or 
later) release notes as well as the online help by visiting https://www.zerto.com/myzerto/.  

This document only refers to setup and configuration in a vSphere environment.  If you are using Hyper-V, the 
steps are the same, as all work is in AWS and Zerto. 

AWS Pre-Requisites 

• Minimum 10Mb/s bandwidth between your on-premises datacenter and AWS. 

• Designated AWS region where the AMAZON S3 bucket will be deployed. It is recommended that the 

region chosen is closest to your on-premises datacenter. 

• Understanding of AMAZON S3 pricing can be found here: https://aws.amazon.com/s3/pricing/. 

On-Premises Pre-Requisites 

• In the on-premises Zerto Virtual Manager, you will need to be an administrator to perform the steps 

within this document. 

Requirements in AWS Subscription 

The following requirements are needed in your designated AWS region: 

• Permissions to create and manage S3 buckets 

• Permissions to create and manage IAM policies and assign to services and resources 

• Permissions to create and manage IAM users 

• Permissions to attach/detach IAM policies to users 

https://www.zerto.com/
https://www.zerto.com/myzerto/
https://aws.amazon.com/s3/pricing/
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For information about AWS Identity and Access Management, see: 

https://docs.aws.amazon.com/iam/index.html  

For information about AMAZON S3, see: https://docs.aws.amazon.com/s3/index.html  

Workflow 

At a high-level, the steps in this document will walk you through the following workflow: 

 

 

 

 

  

https://docs.aws.amazon.com/iam/index.html
https://docs.aws.amazon.com/s3/index.html
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Setup AMAZON S3 Bucket, IAM Policy, and IAM User 

Create the AMAZON S3 Bucket 

1. Log onto AWS the AWS Management Console 

2. Under AWS Services, search for S3 and select it to access the Amazon S3 service. 

 

3. Click the Create bucket button. 

 

 
 

4. Provide a bucket name. 
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5. Select a region close to your on-premises datacenter. 

 

 
 

6. Under bucket settings for Block Public Access, leave the default of Block all public access. 

 

 
 

 

7. IMPORTANT: If you are going to be enabling immutability on Amazon S3 retention sets protected by 

Zerto, enable bucket versioning.  If not, leave as default (disabled). 
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8. Optional: Add a tag. 

 

 
 

9. Under Default encryption, enable Server-side encryption, and select Amazon S3 key (SSE-E3).  By 

using this encryption key type, costs for encryption services with S3 buckets can be greatly reduced as 

opposed to the AWS Key Management Service Key (SSE-KMS) option.  See “Amazon S3 Example” in 

the following documentation for more information: https://aws.amazon.com/kms/pricing/ . 

 

 
 

 

10. IMPORTANT: If you are going to be enabling immutability do not skip this step, because Object Lock 

needs to be enabled prior to creating the bucket. Expand the Advanced Settings. 

https://aws.amazon.com/kms/pricing/
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11. Select Enable for Object Lock, and check the box to acknowledge that enabling Object Lock will 

permanently allow objects in this bucket to be locked. 

 

 
 

12. Click Create bucket. 

Create the IAM Policy 
 

13. Click Services, then on the right, under Security, Identity, & Compliance, select IAM. 

 

 
 

14. On the left navigation bar, click Policies. 
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15. Click Create Policy. 

16. For Service, select S3. 

17. Under Actions, select the following: 

a. Access Level  List 

i. ListAllMyBuckets 

ii. ListBucket 

iii. ListBucketVersions 

b. Access Level  Read 

i. GetBucketObjectLockConfiguration 

ii. GetObject 

iii. GetObjectACL 

iv. GetObjectVersion 

c. Access Level  Write 

i. DeleteObject 

ii. DeleteObjectVersion 

iii. PutObject 

iv. PutObjectRetention 

v. RestoreObject 

d. Access Level  Permissions management 

i. PutObjectAcl 

ii. DeleteBucketPolicy 

18. Under Resources  bucket, click Add ARN. 
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19. In the Bucket name field, type the name of the S3 bucket you just created. You will see the ARN above 

auto-populate as you are typing. After you have typed the name of the bucket, click Add. 

 

 
 

20. Under Resources  object, click to enable the checkbox for Any. 

 

 
 

 

 

 

 

21. Your configuration should look like the image below.  When done, click Review policy. 

 



 

11 of 21 

Deploy and Configure Zerto Long-term Retention for Amazon S3 

 
 

 

22. Provide a name and description for your policy, then click Create policy. 

 

 
 

 

Create the IAM User and Attach to Policy 
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Now, we will create the IAM user for Zerto backups and attach it to the policy you have just created.  As part of 

this, you will also end up with an access key ID and secret access key. 

23. On the left navigation, click on Users. 

 

 
 

24. Click Add user. 

25. Provide a Username and select Programmatic access as the Access type.  By selecting 

Programmatic access, you will be provided an access key ID and a secret access key for the AWS API, 

which is required when configuring the Zerto repository. 

 

 
 

26. Click Next: Permissions. 

27. Under Set permissions, select Attach existing policies directly. 

 



 

13 of 21 

Deploy and Configure Zerto Long-term Retention for Amazon S3 

 
 

28. In the search box beside Filter policies, type the name of the policy you created in the previous 

section, and when the result is returned, check the box beside the policy. 

 

 
 

29. Click Next: Tags. 

30. If you need to add a tag for billing and/or identification purposes, go ahead and add it now, then click 

Next: Review. 
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31. Review user details, permissions boundary, and tags to verify settings, then click Create user. 

 
 

32. IMPORTANT: When you see the success screen, click Download .csv to save a copy of the Access key 

ID and Secret access key. You will need it when configuring the repository in Zerto.   

 

If you do not collect the file now, or copy the Secret Key, see the “Additional Tips” section at the end 

of this document to see how you can re-create an access key, which will provide you with a new secret 

key without having to create a new user. 
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Create the AMAZON S3 Repository in Zerto 

Now that we have completed configuration of the AMAZON S3 bucket, IAM user and policy, we can create the 
repository in Zerto. 

1. Log in to the Zerto UI (https://yourServerIP:9669). 

2. Once logged in, click Setup  Repositories  + New Repository. 

 

 
 

3. In the New Repository window, provide the following: 

a. General: 

i. Enter a name for the repository. 

ii. Select Amazon S3 as the storage type. 

iii. Optional: Set as default repository. 
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b. Settings: 

i. Select the Region you created the S3 bucket in. 

ii. Optional: Enter the Endpoint URL (only use this if you are not selecting a region.  If 

you selected a region, this field becomes optional.  (See AMAZON S3 Service Endpoints 

for more information). 

iii. Provide the exact name of the bucket you created. 

iv. Enter the Access Key ID (You can retrieve this from the .csv file downloaded when 

creating the IAM user). 

v. Enter the Secret Key (You can retrieve this from the .csv file downloaded when 

creating the IAM user). 

vi. Select the storage class you want to use.  (See AMAZON S3 Storage Classes for more 

information). 

 

 
 

 

 

c. Immutability: 

i. Optional: Enable immutability by enabling the checkbox and configuring your policy. 

 

 
 

d. Tiering (enabled by default): 

https://docs.aws.amazon.com/general/latest/gr/s3.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-class-intro.html
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i. Configure tiering as per your requirements. 

 

 
 

4. Click Save.  

5. You now have a repository for Zerto backups: 

 

 

Next Steps 

Now you are ready to configure virtual protection groups (VPGs) to protect your data and enable backups to 

use this repository.   

Additional Tips 

This section will be updated with additional tips & tricks that may help make the process a little easier. 
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Use JSON for the IAM Policy Creation 

If you are familiar with creating and formatting JSON files for use in AWS, you can save some time when 

setting up the policy by creating a JSON file that contains the IAM policy requirements.  If you are creating one 

from scratch, you can refer to the image below, otherwise, here is a link to one that has already been created:  

https://github.com/ZertoPublic/Zerto9-LTR-AWS-IAM-JSON  

Note: If you decide to use the already-created JSON file from GitHub, be sure to update the Resource ARN for 
your S3 bucket (see below). 

 

  

 

Re-creating an Access Key ID to Obtain the Secret Key 

If you by chance did not save the .csv file or copy the secret key when you first created the IAM user in section 
5.3 above, you can still use the same IAM user, however, you will need to generate a new Access Key ID and get 
a new Secret Key by following the steps below: 

1. In the AWS Management Console, go to Identity and Access Management (IAM). 

2. Under Access management, click Users, and then in your user list, click on the account you created for 

the Zerto backups. 

 

https://github.com/ZertoPublic/Zerto9-LTR-AWS-IAM-JSON
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3. Click on the Security credentials tab. 

 
 

4. Under Access Keys, click Create access key. 

 

 
 

5. A new box will pop up, displaying the new Access Key ID and Secret Key.  You will also get another 

opportunity to download the newly generated .csv file.  Do so now and store the .csv file in a safe 
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place.  You can now use this Access Key ID and Secret Key when you create the repository in Zerto. 

 

 
 

6. If you are no longer using the original Access Key ID that was created, you can also mark that one as 

inactive, or even delete it.  

About Zerto 

Zerto helps customers accelerate IT transformation through a single, scalable platform for cloud data management and 

protection. Built for enterprise scale, Zerto’s simple, software-only platform uses continuous data protection to converge 

disaster recovery, backup, and data mobility and eliminate the risks and complexity of modernization and cloud adoption Zerto  

enables an always-on customer experience by simplifying the protection, recovery, and mobility of applications and  

data across private, public, and hybrid clouds. Zerto is trusted by over 9,000 customers globally www.zerto.com. 

Copyright 2021 Zerto. All information may be subject to change. 
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