
Disaster Recovery powered by Zerto 
Virtual Replication by IBM Cloud
Protect your data and applications within the IBM Cloud 
in just a few clicks.

Why VMware Cloud Foundation on the IBM Cloud for Disaster Recovery 
powered by Zerto Virtual Replication?
When you build your IT environment on the IBM Cloud, you are also investing in an IBM 
architecture that has been rigorously tested and validated. Zerto Virtual Replication enables you 
to leverage the power of the IBM Cloud without adding on another layer of complexity while 
ensuring always on availability and protect your critical data from corruption. Disruptions happen, 
whether they are weather related, a random power outage, caused by ransomware or perhaps 
someone “hit the wrong button”, chances are you will need to recover at a point in time before 
the incident.  Continuous block-level replication ensures minimal data loss while maintaining a 
journal to recover from any point in time. Maximize your uptime across your cloud environment 
ensuring your customers and end-users see no disruption in daily activities and protect your 
hard-earned reputation and corporate brand and minimize your data loss.

How does it work?
Zerto Virtual Replication integrates into VMware Cloud Foundation on the IBM Cloud and 
installs seamlessly into the VMware vSphere environment and is ready to use in minutes.  Virtual 
workloads are protected to any other IBM Cloud site over the IBM Cloud Direct Link across 
any distance. Zerto Virtual Replication can recover your cloud applications with recovery point 
objectives (RPO) of seconds and recovery time objectives (RTO) of minutes.  The Zerto Virtual 
Protection Group (VPG) is the unit of replication. It is a group of virtual machines that comprise 
a multi-VM application. For example, users can group the database VM(s), application VM(s), 
and the web VM(s) into a single entity. Through the VPG, the replication is done consistently and 
with write-order fidelity. The automation is also configured at the VPG level with boot-order for 
the VMs as well as any re-IPing is configured at this level maximizing uptime.

Why Zerto Virtual Replication? 
Zerto Virtual Replication, the industry’s first hypervisor-based replication solution for VMware 
environments, is a comprehensive solution for business continuity and disaster recovery (BC/
DR). It allows organizations to architect and build a truly resilient virtualized applications in the 
cloud. It is different from any other disaster recovery solution because it has the fastest and 
most efficient replication combined with fully automated failover, failback with continuous data 
protection and non-disruptive DR testing for production workloads. It is the foundation for any 
cloud, public, private or hybrid, as it is the only solution that can provide a single view of data 
and applications and protect them across multiple environments. With Zerto Virtual Replication, 
you can easily migrate production workloads from on-premise to VMware Cloud Foundation on 
the IBM Cloud simply and efficiently. This greatly reduces the risk and expense associated with 
a migration as there is no application retooling required or development risk. Simple to install, 
natively multi-tenant, and intuitive to use, Zerto Virtual Replication is ideally suited for private, 
public and hybrid BC/DR for complete data protection to achieve IT Resilience.
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Realize aggressive service levels 
Recovery Point Objectives in seconds 
and recovery time objectives 
measured in minutes

Fully automated failover and failback 
In just a few clicks, recovery a file, 
folder, virtual machine, application or 
an entire site in just minutes

Continuous data protection 
Recover from logical failures, data 
corruptions and ransomware in 
minutes

Non-disruptive disaster recovery 
testing 
Test your disaster recovery process 
at any time, with no impact to 
production, proving to management 
you can recover – no matter what

Fast replication 
IBM Cloud’s private network 
connectivity enables high speed 
replication with no data transfer fees 
between IBM Cloud data centers 

Product Features

IBM Cloud VM-Level Replication

IBM Cloud Direct Link

IBM Cloud


